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INTRODUCTION

At Boys & Girls Club Services of Greater Victoria and Boys and Girls Clubs of Greater Victoria Foundation,
(hereinafter referred to as the “Agencies’) respecting privacy is an important part of our commitment to our
participants, employees, donors and community stakeholders. To that end we have developed a Privacy
Code, which is a datement of principles and guiddines regarding the minimum requirements for the
protection of persond informaion. The objective of this Privacy Code is to promote responsible and
transparent persond information management practices in a manner consgent with the provisons of the
Personal Information Protection Act (PIPA) which is B.C.'s equivdent of the federd Personal Information
Protection and Electronic Documents Act (PIPDEDA).

SCOPE AND APPLICATION

The ten principles that form the bass of the Agencies Privacy Code are interrdlated and shal be adhered to
as a whole. Each principle should be read in conjunction with the accompanying commentary, which has
been drafted, to reflect persona information issues specific to the Agencies.

The scope and gpplication of the Agencies Privacy Code are asfollows:
The Agencies Privacy Code gpplies to persond information collected, used, or disclosed by Boys &
Girls Club Services of Gregter Victoria and/or the Boys & Girls Clubs of Grester Victoria Foundation
in the course of their activities.

The Privacy Code gpplies to the management of persond information in any form, whether ord,
electronic or written.
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The Privacy Code does not impose any limits on the collection, use or disclosure of the following
information by the Agencies

@ An employee’ s name, title or business address or telephone number;

(b) information that the Agencies collect, use or discloses for journdidic, atistic or
literary purposes and does not collect, use or disclose for any other purpose; or

(0 other information about the individud that is publicly avalable and is specified by
regulation pursuant to the Personal Information Protection Act [ PIPA] (BC).

The gpplication of the Agencies Privacy Code is subject to the requirements and provisons of the
Personal Information Protection Act [PIPA] (BC), the Personal Information Protection and
Electronic Documents Act [PIPDEDA] (Canadd) and/or the Freedom of Information Act, the
regulations enacted thereunder, and any other applicable legidation or regulation.

The Agencies will continue to review this Privacy Code to make sure that it is rdevant and remains current
with changing industry standards, technologies and laws.

SUMMARY OF PRINCIPLES
The Agencies are respongble for persona information under their control and shdl ensure compliance with
the following principles.

PRINCIPLE 1- ACCOUNTABILITY

The Agencies shall designate one or more Privacy Officer(s) who shall be responsible
for ensuring the timely development and implementation of policies and practices for
the handling of personal information and making this information available to the
public on request. The Privacy Officer(s) shall also oversee a complaint process to
handle complaints about its personal information practices and will comply with theten
principlesfor the protection of privacy in a manner consistent with “what a reasonable
person would consider appropriatein the circumstances.”

1.1  Responghility for compliance with the provisons of the Agencies Privacy Code rests with the
designated Privacy Officer who can be reached at 250-384-9133 or via privacy@bgcevic.org.  Other
individuas within the may be deegaed to act on behdf of the Privacy Officer or to take
responsibility for the day-to-day collection and/or processing of persond information.

1.2 The Agencies shdl make known, upon requed, the title of the person or persons designated to
oversee compliance with the Privacy Code.

1.3 The Agencies are responsble for persona information in their possesson or control and shal use
contractual or other means to provide a comparable level of protection while information is being
processed or used by athird party.

1.4  TheAgencies shdl implement policies and procedures to give effect to this Privacy Code, including:
@ implementing procedures to protect persond information and to oversee compliance with the
Privacy Code;

(b) implementing procedures to receive and respond to complaints or inquiries,
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(© training and communicating to staff about Privacy policies and procedures, and
(d) developing information materids to explain the Agencies policies and procedures.

PRINCIPLE 2 - IDENTIFYING PURPOSES FOR COLLECTION OF PERSONAL

INFORMATION

The Agencies shall identify the purposes for which personal information is collected at
or beforethetimetheinformation is collected.

21

2.2

The Agencies shdl specify ordly, dectronicdly or in writing the identified purposes for which the
information is needed to the participant, donor or employee a or before the time persond information
is collected. Upon request, persons collecting persond information shal explain these identified
purposes and uses or refer the individua to a desgnated person within the Agencies who can explain
the purposes.

When persond information that has been collected is to be used or disclosed for a purpose not
previoudy identified, the new purpose shdl be identified prior to use. Unless the new purpose is
permitted or required by law, the consent of the participant, donor or employee will be acquired
before the information will be used or disclosed for the new purpose.

PRINCIPLE 3 - OBTAINING CONSENT FOR COLLECTION, USE OR

DISCLOSURE OF PERSONAL INFORMATION

The knowledge and consent of a participant, donor or employee are required for the
collection, use, or disclosure of personal information, except where inappropriate. The
likely consequences of withdrawing consent will be explained to any individual who
wishes to withdraw/withhold consent. For example, withholding of consent may limit
the Agency’s ability to provide specific services for which the information isrequired.

31

3.2

3.3

34

35

3.6

In obtaining consent, the Agencies shall use reasonable efforts to ensure that a participant, donor or
employee is advised of the identified purposes for which persond information will be used or
disclosed. The identified purposes shdl be dtated in a manner that can be reasonably understood by
the participant, donor or employee.

Genedly, the Agencies shal seek consent to use and disclose persond information a the same time
it collects the information. However, the Agencies may seek consent to use and/or disclose persond
information after it has been collected, but before it is used and/or disclosed for a new purpose.

The Agencies may require participants or donors to consent to the collection, use and/or disclosure of
persond information as a condition of the supply of a service only if such collection, use and/or
disclosureis required to fulfill explicitly specified, and legitimate and identified purposes.

In determining the appropriate form of consent, the Agencies shdl take into account the sengtivity of
the persond information and the reasonable expectations of its participants, donors and employees.

The use of services by a participant, or the acceptance of employment or benefits by an employee,
may conditute implied consent for the Agencies to collect, use and disclose persond informeation for
the identified purposes.

A participant, donor or employee may withdraw consent at any time, subject to legal or contractud
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restrictions and reasonable notice.  Participants, donors and employees may contact the Agencies for
more information regarding the implications of withdrawing consent.

3.7  The Agencies may collect or use persond information without knowledge or consent if it is clearly in
the interests of the individud and consent cannot be obtaned in a timey way, such as when the
individud is serioudy ill or mentdly incapacitated.

3.8 The Agencies may collect, use or disclose persond information without knowledge or consent if
seeking the consent of the individua might defeat the purpose of collecting, usng or disclosng the
information, such asin the investigation of a breach of an agreement or a contravention of alaw.

3.9 The Agencies may collect, use or disclose persond information without knowledge or consent in the
case of an emergency where the life, hedth or security of an individud is threatened.

3.10 The Agencies may use or disclose persond information without knowledge or consent to a lawyer
representing the Agencies, to collect a debt, to comply with a subpoena, warrant or other court order,
or as may be otherwise required or authorized by law.

PRINCIPLE4-LIMITING COLLECTION OF PERSONAL INFORMATION

The Agencies shall limit the collection of personal information to that which is
necessary for the purposesidentified. The Agencies shall collect personal information
by fair and lawful means.

41 The Agencies colect pesond information primaily from ther paticipants donors and/or
employees.

42 The Agencies only collect persond information for purposes that a reasonable person would consider
appropriate in the circumstances.

43 The Agencies may dso collect persond information from other sources including credit bureaus,
employers or persona references, or other third parties who represent that they have the right to
disclose the information.

PRINCIPLE 5-LIMITING USE, DISCLOSURE, AND RETENTION OF PERSONAL
INFORMATION

The Agencies shall not use or disclose personal information for purposes other than
thosefor which it was collected, except with the consent of the individual or asrequired
by law. Personal information shall only be kept as long as necessary to fulfill the
purposes for which it was collected after which time is shall be either destroyed or
rendered anonymous once it isno longer necessary for alegal or business purpose.

51  The Agencies shdl use or disclose persond information only for the purpose(s) for which it was
collected, unless the individua consents to the new purpose, or the use or disclosure is otherwise
authorized by the Act.

5.2  Only the Agencies employees with a business need-to-know, or whose duties reasonably so require,
are granted access to persona information about participants, donors and employees.

5.3  The Agencies shdl keep persond information only as long as it remains necessary or reevant for the

PRIVACY CODE
THE BOYS & GIRLSCLUB SERVICES OF GREATER VICTORIA & BOYS & GIRLSCLUBS OF VICTORIA FOUNDATION



54

-5-
identified purposes or as required by law. Depending on the circumstances, where persond
information has been used to make a decision about a participant, donor or employee, the Agencies
shdl retain, for a period of time that is reasonably sufficient to dlow for access by the participant or
employee, @ther the actud information or the rationde for making the decison.

The Agencies shdl mantan reasonable and sysemdic controls, schedules and practices for
information and records retention and dedtruction which apply to persond information that is no
longer necessary or rdevant for the identified purposes or required by law to be retained. Such
information shal be destroyed, erased or made anonymous.

PRINCIPLE 6 - ACCURACY OF PERSONAL INFORMATION

Personal information shall be as accurate, complete, and up to date asis necessary for
the purposes for which it isto be used.

6.1

6.2

Persona information used by the Agencies shdl be sufficiently accurate, complete, and up-to-date to
minimize the possbility that ingppropriste information may be used to make a decison about a
participant, donor or employee.

The Agencies shdl update persond information about participants, donors and employees as
necessary to fulfill the identified purposes or upon natification by the individud.

PRINCIPLE 7-SECURITY SAFEGUARDS

The Agencies shall protect personal information by security safeguards appropriate to
the sengitivity of the information.

7.1

1.2

7.3

The Agencies shdl protect persond information againgt such risks as loss or theft, unauthorized
access, disclosure, copying, use, modification or destruction, through appropriate Security measures,
regardless of the format in which it is held.

The Agencies shdl protect persond information disclosed to third parties by contractud agreements
dipulating the confidentiaity of the information and the purposes for which it isto be used.

All the Agencies employees with access to persond information shal be required to respect the
confidentidity of that information.

PRINCIPLE 8 - OPENNESS CONCERNING POLICIES AND PROCEDURES

The Agencies shall make readily available to participants, donors and employees
specific information about its policies and procedures relating to the management of
personal information. This shall include the name and contact information of the
Privacy Officer(s).

8.1

The Agencies shdl make information about their policies and procedures easy to understand,
induding:

@ the title and address of the person or persons accountable for compliance with the Agenices
Privacy Code and to whom inquiries and/or complaints can be forwarded,

(b) the means of gaining access to persond information held by the Agencies,

PRIVACY CODE
THE BOYS & GIRLSCLUB SERVICES OF GREATER VICTORIA & BOYS & GIRLSCLUBS OF VICTORIA FOUNDATION



-6-
(© a decription of the type of persond information held by the Agencies, including a generd
account of its use; and

(d) a description of what persond information is made available to relaied organizations (eg.,
subsdiaries).

8.2 The Agencies shdl make avalable information to hep participants, donors and employees exercise
control of the collection, use and/or disclosure of their persond information and, where applicable,
privacy-enhancing services avaladle from the Agencies.

PRINCIPLE 9 —PARTICIPANT, DONOR AND EMPLOYEE ACCESSTO
PERSONAL INFORMATION

The Agencies shall inform a participant, donor or employee of the existence, use, and
disclosure of hisor her personal information upon request and shall give the individual
accessto that information. A participant, donor or employee shall be able to challenge
the accuracy and completeness of the information and have it amended as appropriate.

9.1 Upon request, the Agencies shdl afford participants, donors and employees a reasonable opportunity
to review the persond informeation in the individud’s file. Persond information shdl be provided in
understandable form within areasonable time, and & minima or no cost to the individud.

9.2 In certain Stuations, the Agencies may not be able to provide access to dl the persond information that it
holds about a participant, donor or employee. For example, the Agencies may not provide access to
information if doing so would likely reved persona information about a third party or could reasonably
be expected to thresten the life or security of another individud. Also, the Agencies may not provide
access to information if disclosure would reved confidential commercid information, if the information
is protected by solicitor-client privilege, if the information was generated in the course of a formd
dispute resolution process, or if the information was collected in relation to the invedtigation of a breach
of an agreement or a contravention of the laws of Canada or a province. If dl or part of the requested
information is refused, the Agencies shdl provide the gpplicant with a response that includes:

a) Reasons and the provison of the Act on which the refusal is based;

b) The name or title and contact information of someone who can answer the gpplicant’s questions
about the refusdl; and,

¢) Information on how to request areview by the Information and Privacy Commissioner

9.3 Upon request, the Agencies shdl provide an account of the use and disclosure of persond
information and, where reasonably possble, shdl sate the source of the information. In providing an
account of disclosure, the Agencies shdl provide a list of third parties to which it may have disclosed
persond information about the individua when it is not possible to provide an actud lis.

9.4 In order to safeguard persond information, a participant, donor or employee may be required to
provide sufficient identification information to permit the Agencies to account for the existence, use
and disclosure of persond information and to authorize access to the individud's filee  Any such
information shal be used only for this purpose.

95  The Agencies shdl promptly correct or complete any persond information found to be inaccurate or
incomplete.  Any unresolved differences as to accuracy or completeness shal be noted in the
individud’s file. Where appropriate, the Agencies shdl transmit to third parties having access to the
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persond informatiion in question any amended information or the exigence of any unresolved
differences.

9.6 Paticipants, donors and employees can obtain information or seek access to ther individud files by
contacting the Agencies Privacy Officer.

PRINCIPLE 10 - CHALLENGING COMPLIANCE

A participant, donor or employee shall be able to address a challenge concerning
compliance with the above principles to the designated person or persons accountable
for the Agencies compliance with this Privacy Code.

10.1 The Agencies shall maintain procedures for addressng and responding to dl inquiries or complaints
from its participants, donors and employees regarding the Agencies handling of persond information.

10.2 The Agencies shdl inform ther participants, donors and employees about the existence of these
procedures as well as the avallability of complaint procedures.

10.3 The person or persons accountable for compliance with the Agencies Privacy Code may seek externd
advice where appropriate before providing afind response to individuad complaints.

104 The Agencies ddl invedigate dl complants concerning compliance with Privacy Code.  If a
complaint is found to be judified, the Agencies shdl take appropriate measures to resolve the
complaint including, if necessary, amending their policies and procedures. A participant, donor or
employee shdl be informed of the outcome of the investigation regarding his or her complaint.

Definitions

the Agencies._ Boys & Girls Club Services of Greater Victoria and Boys & Girls Qubs of Gregter Victoria
Foundation; are both registered under the Societies Act of British Columbia.

collection: The act of gathering, acquiring, recording, or obtaining persond information from any source,
including third parties, by any means.

consent: Voluntary agreement for the collection, use and disclosure of persond information for defined
purposes. Consent can be ether express or implied and can be provided directly by the individud or by an
authorized representative.  Express consent can be given ordly, dectronicdly or in writing, but is dways
unequivocal and does not require any inference on the part of the Agencies. Implied consent is consent that
can reasonably be inferred from an individud’ s action or inaction.

participant:  An individud who uses any of the Agencies services or otherwise provides persond
informetion to the Agenciesin the course of the Agencies activities.

disclosure: Making persond information available to athird party.
donor: anindividud or entity that supports Agency monetarily or in-kind.
employee: Anemployee or volunteer of or independent contractor to the Agencies.

personal information: Information about an identifiable individud, but does not include the name, title,
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business address or telephone number of an employee of an organization.
third party: Anindividua or organization outside of the Agencies

use: The trestment, handling, and management of persond information by and within the Agencies or by a
third party with the knowledge and approva of the Agencies.

Additional Information

Please be assured that we will never sdll, shareor disclose your personal information for a mailing list
or other unauthorized use.

For more information regarding The Boys & Girls Club Services of Greater VictorialBoys and Girls Club of
Greater Victoria Foundation Privecy Code, please contact our Privecy Officer a 250-384-9133 or via

privacy@bagcvic.org.

Please vist the Privacy Commissioner of Canada s web Ste at www.privcom.gc.ca
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